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Vision

Arnotated | Static ‘ “Ervor on
program Progmm Checker] ” line 218°

Sound : cotch all errors

Complete: no spurious wornings




Berefit vs. cost

+ Finderrors - Amo’co?ting the progrom
w\’ly - Rur\n\ng the tool
. Am\yzing the output



Static Checking

Soundness %
cornpleteness
A00% . prog{cm‘
veriticotion
conservative
static c\'\ec\&'\v\g

E{fovt
Nate: Illustrotion net to scale
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Static Checking

° prog%fum

verificotion

conservative
static chec\fmg

Effort

Nete: Tlustration net to scale

P



How E350 works
Anno\:q\'.id program

Verification condition
ger\emior

Verification condition

Theorem prover

S

Counter e.xamp\e
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enero&.'mg mnozes
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Crea’c‘mg o_moze
uf = new UnionFind »
uf. Inivl...)s
while ( u$.NumberOfClasses()+1) {

pic\t a new door d that joins roomsp.q
f (ofFindlp) * wfFindlq)) {

open door ds
uf. UﬂiOﬂ(r,q) .
:



class Uniontind {

abstract var valid: bool 3
abstract var size: ngt 3
abstract var state: any

prog Tnit( uf‘- Uniontind; n:nat );
requires uf + mull :
r;\gghﬁeg uf.va\itl, u{.size,uf. state:
ensures u%.va\'w\ /\ uf.size =N




?_Q_c._'F‘mc\( u§: Uniontind s pzr_\at_)'- nat ;
requires uf +all A u‘.va\id N p< uf.si'z.e. 3

modifies uf.state :
ensures resulb < ufsize;

prec L\“io“( “"‘ L\'ﬂ\O\'\F\\‘\A: P q: m) .
requires uf+null A ufvalid A p¢ uf.size/\q(uf.siu;
.“L_‘.{Lfé. u{.sia’ce 3

proc NumberOtClasses( uf: UnionFind ): niat 5
requires ut+mll A wfvalid 5
wodifies ub.state s
ensures result & ufsize; "



reveal clage Uniontind {

var v matl] s
var rumClacses: nat s

rep valid =

r+null
A (Vigak = i< rlength=>r{iJ¢r lengih)
A numClasses & r.\eng\.\ 3

rep size = \*.\eng’c\n S

_clgpends state on vumClasses, vix] ;

: ].



prec Uf\io\'\( u{: UnionFind: p.q:nat ) %

var vp = uf-Find(p)s
var vq = uf.FinJ(q\;

¥l

u{'.numC\asses—— :



proc Union( uf: UnienFind: p.q:nat) 4
var vp = uf-Find(p)s
var vq = uf.\:”m&(q\;

_uf.r[ \'q] =P s
aseume 0 < uf.numC\aeses;

uf.numC\asses -= 3

¥ ¥



On the des‘\gn_g{ _E_S;Q , Java
. Simp\'\fy annotation \fmg\mge.

+ Lmprove robustness and performance
+ Exhance error reporting



\/Alichty VS. objec’c invarionts

a\ggjgrqc_t var valid: bool 3

r_g_qu‘\res uf. valid »

ng_‘valia\i rmll A

A numClasses ¢

* * *

inv r+aulls

ay rumClasses ¢ r.\engt\'\;

.;".\Bﬂg‘t\'\ s

At "



Pro\a\em wi£\1 o\)jec\: invoriants

prec P( a:As b:Bs ¢:C) §
x...Q(y,z.) :

3.



5_}3_93;{ ying modifications

abetract var state: any s

moc;\ifje_e_ uf.state ;

gl_e_p;.na\s state on numClasses, ... s

e " *

modifies uf.numClasses, ... s

W.



ESC’ Java moch{ \eS c\\ec.\r(\ng_
Collers: Use the specified modifies

clavse | except for what is not
visible to caller

Trnpleraentation:
*Leve\ 0: o.ny\:\'\ing can be modified

*Level 1:  {ie\de of pororneters subject
to specified modifies clouse

\8,



Conclusions

. Veri(icdci.on techno\.ogy con find more
errors thon conservative methods

* Sound + complete =+ useful
* Aukormcte and find the rig\'d: errars

www researeh .digiiol .o (SRC lesc.l Esc.hibval
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